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Dear Valued Customer,
Information Security Reminder: Beware of Fraudulent SMS Messages
We are writing to draw your attention to the fraudulent SMS messages sent with Sender 1D starting with the "#" sign.

At present, only the Registered Senders under the SMS Sender Registration Scheme (the "Scheme"), such as banks,
telecommunications service providers, etc., can send SMS messages with Sender 1D with prefix "#". However, it has been
recently reported that members of the public have received suspected fraudulent SMS messages sent with Sender ID starting
with "#" in an attempt to entice the SMS message recipient into believing that it were sent from a Registered Sender of the
Scheme.

Upon receipt of suspicious SMS messages, please stay vigilant to the hyperlink(s) embedded and/or the phone number(s)
provided in the message. In particular, you should neither click on any of hyperlinks embedded nor call any of phone
numbers provided in the message. Besides, you should not respond to any of SMS messages which appear to be suspicious.

Please find below some useful security tips for dealing with suspected fraudulent SMS messages for your quick reference:

I.  Never disclose your personal information in response to the message.

Il.  Never disclose your authentication factors for the Internet banking and/or mobile banking services (e.g. passwords, PINs,
security codes, etc.) in response to the message. For the avoidance of doubt, our Bank and its staff will never ask you to
provide your authentication factors under any circumstances.

I1l.  Never rely on the prefix "#" to determine the authenticity of an SMS message.

IV.  Always ignore the fund transfer request(s) raised in the message.

V. Reportto our Bank and the Police as soon as possible should you have been deceived by an SMS message (e.g. disclosure
of your personal sensitive information, transfer of your money, etc. to the fraudster).

In case of doubt about the SMS messages spoofing our Bank's Sender ID, please feel free to contact our Customer Service
Hotline (852) 2818 0282 for clarification, or check the Sender ID of the SMS message against our Bank's Sender ID registered
with the registry of the Office of the Communications Authority
https://www.ofca.gov.hk/en/consumer_focus/guide/hot_topics/ssrs/index.html.

Yours sincerely,
Shanghai Commercial Bank Limited
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