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SHANGHAI COMMERCIAL BANK BRI

Dear Valued Customer,

Notice update (1): Bogus VVoice Message Phone Calls to Customers

Shanghai Commercial Bank (“the Bank™) would like to alert all customers and the general public that the
Bank has no connection with bogus voice message phone calls made from the Interactive Voice Response
System (“IVRS”) claiming to be the Bank. The Bank will not collect sensitive personal information
(including login passwords or one-time passwords) through phone calls made from IVRS and will not
notify customers about account irregularities through pre-recorded messages.

The Bank would like to remind its customers not to provide any personal information to suspicious callers
at all times. If customers have divulged personal information to suspicious callers, they should report such
cases to the Hong Kong Police immediately and call our Customer Service Hotline at 2818 0282.

In addition, you may choose not to receive our telemarketing calls at anytime. If necessary, please call our
Customer Service Hotline on 2818 0282 or email your request to our Data Protection Officer at
contact@shacombank.com.hk.

Please press here to watch the TV Announcement in the Public Interest (API) jointly produced by the Hong
Kong Monetary Authority and the Hong Kong Association of Banks and relevant materials to understand
how to safeguard yourself from bogus calls purported from banks.

Yours faithfully,

Shanghai Commercial Bank Limited

This is a computer-generated printout and no signature is required. In case of inconsistency between the English and Chinese versions of this letter, the
English version shall prevail.
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https://www.hkma.gov.hk/eng/smart-consumers/beware-of-fraudsters/
http://www.hkma.gov.hk/chi/other-information/bogus-phone-calls.shtml

L oG w ¥ 4 A7

SHANGHAI COMMERCIAL BANK .. s .

Dear Valued Customer,

Notice update (2): Unauthorized Online Share Trading Transactions

Shanghai Commercial Bank (“the Bank™) would like to would like to alert all customers and the
general public to stay vigilant following a number of recent cases reported by other banks involving
unauthorized share trading transactions conducted through customers’ e-banking accounts.

To ensure that customers should be aware of every transaction conducted in connection with their
securities accounts, the Bank will send notifications to customers when orders are placed and when
transactions are executed. Please check these notifications to ensure that every transaction is made
according to your instruction.

If you notice any suspicious or unauthorised activity related to your account, please contact our
Customer Service Hotline 2818 0282 immediately.

Yours faithfully,

Shanghai Commercial Bank Limited

This is a computer-generated printout and no signature is required. In case of inconsistency between the English and Chinese versions of this letter, the
English version shall prevail.
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SHANGHAI COMMERCIAL BANK BRI

Dear Valued Customer,

Notice update (3): Bogus Bank Hotline Numbers

Shanghai Commercial Bank (“the Bank™) would like to alert all customers and the general public to stay
vigilant following a report of fraudulent SMS messages purportedly to be sent from a bank. These SMS
messages claim that there have been credit card transactions conducted using a customer’s credit card, and
request the customer to call a bogus hotline number mentioned in the messages to check the credit card
transactions. The Bank is concerned that similar techniques are being used to deceive bank customers into
calling bogus bank hotline numbers and disclosing sensitive personal information to fraudsters.

The Bank would like to remind all customers to verify the hotline numbers with us before calling rather
than just following the information provided in SMS messages. Customers may also find the Bank’s
hotline numbers at the back of the Bank issued ATM/credit cards, on the Bank, the Hong Kong Monetary
Authority or the Hong Kong Association of Banks official website.

The Bank would like to remind all customers not to provide any personal information to suspicious parties
at all times. If customers have provided, or suspected that they have provided, any personal information to
bogus bank hotline, they should immediately call the Bank’s Customer Service Hotline 2818 0282 and
report such cases to any local Police Station or the Hong Kong Police Force (at 2860 5012).

Yours faithfully,
Shanghai Commercial Bank Limited

This is a computer-generated printout and no signature is required. In case of inconsistency between the English and Chinese versions of this letter, the
English version shall prevail.
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