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SHANGHAI COMMERCIAL BANK

—— Since 1950 —

Press Release For Immediate Release

Notification of Fraudulent Websites

Hong Kong, 8 May 2026 — Shanghai Commercial Bank (the “Bank™) would like to alert all customers and the
public that the Bank has no affiliation or connection with the 4 fraudulent websites below which impersonate
the Bank’s internet banking login page.

“hxxps|:]//carousell[.]Jpaynow-hk[.]xyz/merchant/bank-confirm/shacom/831308389”
“hxxps|:]//carousell[.]Jpaynow-hk[.]xyz/merchant/bank-confirm/shacom/923418557”
“hxxps[:]//facebook].]paynow-hk[.]xyz/merchant/bank-confirm/shacom/324852701”
“hxxps]|:]//facebook].]paynow-hk[.]xyz/merchant/bank-confirm/shacom/332810611”

Below is a screen shot of the fake internet banking login page:
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) Important Security Messages o receive IS payment:
Login Personal Internet
Please do not access our i-Banking services through hyperiinks FF5
Banking embedded in e-mails or third party websites including intemet search o J
engines, suspicious pop-up windows, or other doubtful channels.
Under no circumstances will our bank/agentsibusiness partners or -y k
police etc. send e-mails with embedded hyperlinks to transactional b

User ID websites to customers, ask customers to provide sensitive account
and personal information such as user ID and password, update
banking information or verify their accounts online via such e-mails.
Please contact our bank stalf or call (852) 2818 0262 immediately if
in doubt

Password: Change your password from time to time. Click here for more
sacurty tips.
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Customer Notice
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Thank you for choasing our securities trading services.
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Virtual Asset Exehange Traded Funds (VA ETFs) listed in Hong Kong
Stock Exchange

Forgot UseriD & Password?

Customers and the public are strongly advised not to click on any suspected or fraudulent websites or hyperlinks
embedded in an email to access the Bank’s website or internet banking services. They should access the Bank’s
website by typing the official website address of the Bank: “www.shacombank.com.hk” in the browser address
bar.

The Bank has reported the case to the Hong Kong Police Force and the Hong Kong Monetary Authority, and
will take necessary actions to protect the interest of the customers, the public and the Bank. Any customers who
have provided their personal information to the fraudulent website or have conducted any financial transactions
through the fraudulent website should immediately call our Customer Service Hotline at 2818 0282 for
assistance and report to the Police.

— End —

For media enquiries, please contact:

Ms. Teresa Lok

Corporate Communications & Marketing Division
Shanghai Commercial Bank Limited

Tel: 2841 5302 Fax: 2526 8320

Email: teresa.lok@shacombank.com.hk

From Shanghai to Hong Kong, Incorporated in Hong Kong since 1950 - with reachin
New York, San Francisco, Los Angeles, London, Shanghai and Shenzhen.
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