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SHANGHAI COMMERCIAL BANK

—— Since 1950 —

Press Release For Immediate Release

Notification of Fraudulent Websites

Hong Kong, 20 April 2026 —Shanghai Commercial Bank (the “Bank’) would like to alert all customers and the
public that the Bank has no affiliation or connection with the three fraudulent websites below which
impersonate the Bank’s internet banking login page.

“hxxps|:]//carousell[.]Jpayme-hk[.]fun/merchant/bank-confirm/shacom/123291486”
“hxxps|:]//facebook].]payme-hk][.]website/merchant/bank-confirm/shacom/848676678”
“hxxps[:]//facebookprotect[. Imetapay].]eu[.]cc/received/login/1776594219? token=DjvWbegSpS5LolubFpEyRc
Y5R6BCd40jL8037W6MO0&bank id=SH”

Below is a screen shot of the fake internet banking login page:
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Important Security Messages

Login Personal Internet
Banking

User ID:

Password:

hange your password from time to time. Click here for more security
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Customer Notice

BIEER Welcome to use

Forgot UserlD & Password?

Customers and the public are strongly advised not to click on any suspected or fraudulent websites or hyperlinks
embedded in an email to access the Bank’s website or internet banking services. They should access the Bank’s
website by typing the official website address of the Bank: “www.shacombank.com.hk” in the browser address
bar.

The Bank has reported the case to the Hong Kong Police Force and the Hong Kong Monetary Authority, and
will take necessary actions to protect the interest of the customers, the public and the Bank. Any customers who
have provided their personal information to the fraudulent website or have conducted any financial transactions
through the fraudulent website should immediately call our Customer Service Hotline at 2818 0282 for
assistance and report to the Police.

— End —

For media enquiries, please contact:

Ms. Teresa Lok

Corporate Communications & Marketing Division
Shanghai Commercial Bank Limited

Tel: 2841 5302 Fax: 2526 8320

Email: teresa.lok@shacombank.com.hk

From Shanghai to Hong Kong, Incorporated in Hong Kong since 1950 - with reachin
New York, San Francisco, Los Angeles, London, Shanghai and Shenzhen.
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Connecting the World



