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Press Release For Immediate Release
Notification of Fraudulent Websites

Hong Kong, 12 January 2026 — Shanghai Commercial Bank (the “Bank’) would like to alert all customers and the
public that the Bank has no affiliation or connection with the 17 fraudulent websites below which impersonate the
Bank’s internet banking login page.

“hxxps[:]//carousell-hk[.]benokoyo[.]shop/login/3490W817QF679L.8979588”
“hxxps[:]//carousell-hk[.]benokoyo[.]shop/login/172PT517DT679D8981299”
“hxxps[:]//carousell-hk[.]Jnokton[.]shop/login/3451U4171W680Y 6969366
“hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/163X1117ML680U6963815”
“hxxps[:]//carousell-hk[.Jnokton[.]shop/login/395LX517ZG680P6960087”
“hxxps[:]//carousell[.]fps-hk-hK[.]Jclick/merchant/bank-confirm/shacom/603182794”
“hxxps[:]//carousell-hk[.Jnokton[.]shop/login/356CT517SX680M6973337”
“hxxps[:]//carousell-hk[.]nokton[.]shop/login/177QD417KU680M 6962436
“hxxps[:]//carousell-hk[.Jnokton[.]shop/login/227WV517PH680A6960847”
“hxxps[:]//carousell[.]fps-hk-hK[.]click/merchant/bank-confirm/sc/793979240
“hxxps[:]//carousell-hk[.]nokton[.]shop/login/348KS1171U681K5446654”
“hxxps[:]//carousell-hk[.]Jnokton[.]shop/login/262AI1317Z2S681T2090557”
“hxxps[:]//carousell-hk[.]Jnokton[.]shop/login/279SC217UV681F5443991”
“hxxps[:]//carousell-hk[.]nokton[.]shop/login/2011D917EA681C5443596™
“hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/269XN017E0Q681J5444249”
“hxxps[:]//carousell-hk[.Jnokton[.]shop/login/316KU617ZB681N5444898”
“hxxps[:]//carousell-hk[.Jnokton[.]shop/login/149EOQ717PJ681R5445169”

Below is a screen shot of the fake internet banking login page:
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Customers and the public are strongly advised not to click on any suspected or fraudulent websites or hyperlinks
embedded in an email to access the Bank’s website or internet banking services. They should access the Bank’s
website by typing the official website address of the Bank: “www.shacombank.com.hk™ in the browser address bar.
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The Bank has reported the case to the Hong Kong Police Force and the Hong Kong Monetary Authority, and will
take necessary actions to protect the interest of the customers, the public and the Bank. Any customers who have
provided their personal information to the fraudulent website or have conducted any financial transactions through
the fraudulent website should immediately call our Customer Service Hotline at 2818 0282 for assistance and report
to the Police.

— End —

For media enquiries, please contact:

Mr. Ernest Chan

Corporate Communications & Marketing Division
Shanghai Commercial Bank Limited

Tel: 2841 5050 Fax: 2526 8320

Email: ernest.chan@shacombank.com.hk
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